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Cyber-secure behaviour in linked industrial
environments

Scope How can something as simple as opening an attached file with
malicious content lead to the entire production of a firm suddenly
ending up in the hands of a hacker?

Most people use digital technology at work today, in one way or
another, and that means there are risks that everyone needs to face,
regardless of their role.

Industrial automation has been rapid and today many processes are
controlled and monitored digitally. EQuipment can be linked to the
company's other systems to help industry become more efficient.
Unfortunately, this linking also makes it easier for whoever wants to
carry out a cyber attack that could impact on the firm's safety as well
as production.

The purpose of this guide is to increase awareness of cyber security
among those working in an industrial environment and to give an
understanding of the risk behaviour that can lead to incidents and
dangerous situations. The guide is especially aimed at those who are

not yet familiar with cybersecurity issues.

SSG Standards are covered by copyright and may not be reproduced without special permission.
ssgsolutions.com



Forhandsgranskning / Preview

S S . Cyber-secure behaviour in linked SSG 5301E
~ industrial environments

Date Edition Designation  Page
2023-09-12 1 T 2 (922)

Contents

Why is cybersecurity important in linked industrial

environments? ....... ... 3
1.1 What does an attackinvolve?. ...l 4
1.2 This is how a cyberattack cantake place..................... 5
WhatisOT? . .iuiiiiiiiiiiiiiiiiiieieieitaeneeeeneacaeneenenes 5
Risks and vulnerability..........ccoiiiiiiiiiiiiiiiiiiiiiiann. 6
31 Thehumanfactor ......... ..o i 6
32 Sharedsystems...........oooiiiiiiiiiiii 7
What can be done to protectyourself?........................ 8
4.1 Contribute to an open and permissive culture ............... 8
4.2 Always be wary of the source - check the sender............ 9
4.3 Protect company information.............. ...l 10
4.4 store information properly........... ... 1
45 Follow procedures for aCCess........oovviiiiiiin .. 12
451 PerMISSIONS . ...ttt e 13
45.2 Sensitive environments...............oiiiiii 13
4.6 Act correctly outside the workplace ........................ 14
4.7 Supportnew employees ... 15
4.8 Follow security procedures ..............cooiiuiiiiiiin... 16
4.9 Use approved equipment ... 17
WhenthingsSgoOWIoNg ....covuiniiiiiiiiiiiiiieieieienecnnns 18
At an organisational level to protect the business ............ 19
Real-lifeexamples........cccoviiiiiiiiiiiiiiiiiiiiiiiiiae.. 20
70 Norsk Hydro. . ... 20
Tips for those whowanttoknowmore .............c.coeienaen. 21
TerminolOgy «..viutiiiieiiiiieieeieeieiecieceeeecseceecacnes 22

SSG Standards are covered by copyright and may not be reproduced without special permission.

ssgsolutions.com



	Scope
	Contents



